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j #1 
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•^ 



http://sourceforqe.net/projects/advtor 



JjaViti 4^Lua 



■^ 



http://sourceforge.net/projects/advtor/files/AdvOR-0.3.0.1/AdvOR-0.3.0.1e.zip/downlo 



jJuLua JsjI j 



:** 



http://tenet.dl.sourceforge.net/project/advtor/ AdvOR-0.3.0.1/AdvOR-0.3.0.1e.zip 



proxif ier g^j* <^l £12*1* j 



:** 



http://www.proxifier.com 



JjaViti 4^iua 



:** 



http://www.proxifier.com/download.htm 



4Jj<v\ a 4\it\*\\ j-uiLjw JsjI j 



:** 



http://www.proxifier.com/distr/ProxifierPE.zip 



4 In a 4^m^ j-uiLjuj la-i) j 



•■& 



http://www.proxifier.com/distr/ProxifierSetup.zip 



6kj*»> 



•■& 



4DZNN-D3CWZ-L27Y3-6VTJG-Z9F3P 

LUZ2A-BWZQZ-WVY2S-4SPZ8-7EEZW 

A5Z6K-KWWLM-4YU2E-7UZWZ-4PWC7 

49ZEQ-KYCJ3-CFU3E-V3RKD-KLZDF 

U4ZU8-K3EV5-STUYT-9ZLYD-FK6DV 

77ZPW-Z3D6L-RLXYE-3Y8Q3-SRBVU 

GSZ4E-6WEKY-6RC2D-59BQN-HKLR3 

M NZSV-2YBG W-U A83L-Q2DUC-E3ZTA 

U9ZYZ-43TD3-37EYC-JWPCV-KLGAR 

JVZRL-S27GU-PWMWP-KUZCC-8JU8L 

W7ZEL-BYCM8-CWY3Y-CGU27-R7KN8 



£j^aj^l! life £^'j 

https://1 80-235-1 50-1 35/~sham i kh/vb/-d-php?t=1 21 073 
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advaned onion router q^j* Jjj2 j*j 



AdvOR 2 




1 4^nil 



Help 



AdvOR.dll 

3.0.0.0 
Advanced Onion Router Winso... 



P 



P 



Changelog r£~~ 



JiUl t> 1 lL**l 



24jLuJ 



AdvOR 



P 



* + 



AdvOR-plugins ' 



AdvOR i 
Advanced Onion Router 
Albu Cristian 

AdvOR-English.Ing 
LNG JdU 
157 v -^ 

License 
3w.d 



# 



^ 
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Help 



D 



AdvOR-plugins 




AdvOR.dll 

3.0.0.0 
Advanced Onion Router Winso... 




AdvOR 
Advanced Onion Router 1 
Albu Cristian 1 


* 




-'-.-■: 


Changelog 


AdvOR-English.Ing 
LNG JdU 
157 v -^ 

License 
3v.^J 


1 -y -g -y 
[iff 




F^ 



JiUl <> Y 



* + 



advor 2 J\ advor V** 5 ^' 



Help 



AdvOR.dll 

3.0.0.0 

Advanced Onion Router Winso... 



D 



AdvOR-plugins ' 



% 



Advanced 



Changelog 
5G v .iJ 



t M»' 




proxif ier £*Ujj ^ij Jiu: 
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■P Proxifier 




BBS 


File Profile Log View Help 


^£*? J)J|^B *j <^^U MMii 


Connections 




▼ q X 


J=s Application Target 


Tit* /Stat os 


Rtie : Proxy 



> 



JJ- Connections 



Statistics 



*n sffic 



[08.27 16:04:44] 

[08.2716:04:44] Wefc«neloPiorilieF\ftO 

[06,2716.04.44] 



Ready 



active connections 



Down ft/sec Lfe E/sec 




Fte Profile Log View Help 
*j fj Ehsvy Servers 



A -^ Name Re 



tion Rules. 
NamsTResglution,,, 

Advanced 



Time/Status 



Rote: Proxy 



Jk Connections • Statistics | Jiifc-Traffc 



[08.2716:04:44 
[08.2716:04:44 
[06.2716.04:44 
[03.2716:05:13 
[08.2716.05:16 
[08.2716:05:16 



Welcome to Pnoxilief v3.0 

ProFile saved a ■ orginal 

New default profile loaded. 

(Automatic DNS mode detection I Local DNS service is avadaUe Name Resolution through pfray is 



> 



Configure proxy servers settings 



active connections 



DownOB/sec 



t*0 6/sec 



Proxy Servers 



7 IPX 



Address 



/ PW 



T*» 



L 



:"',,■ 



EcTT 

:■■■;«.■_. 
ChecK 



You can chain several proxy swvei s together: Pfoxy Chains . . . 



OK 



Cancel 



5 24 c> 



28/09/1432 09:32 f 



a!^LujVI r-jj<Lui a£jj! cjU^Ha - 2 dA-pij j l_ujIjujI c'\\ -\^^A\ qc c'\^ A\ 



https://18Q.235.15Q.135/-shamikfa/vb/showthread.php ?p=1058634553#postlQ58634553 



Proxy Server 



\?\m 



Server 




Ptort: 






Address: 


127.0.0.1 


9D5Q 











Protocol 

(SHOCKS Verafln £ 
■J^bCKS Version 4 

Ohttps 



tltlJLJl al* lj2£1 



Authsntbcabon 

D&tffe 




_l 






PflSfl 


1 







Opttor>s 
No options for SOCK55 are available. 



i^rhj 



Check 



Cancel 



Proxy Servers 



*} j Do yw wart Fbowfef to use ths piowy by defeulr? 

-*f^ You can change H*s later aft Oprt«ns->Prcwifitation_Rules 



[ZjEpr^~) 




Proxy Servers 



?lx 



Address 


/ 


Ptort 


TJP» 


1127.0.0 1 




9050 


SOCKS5 M 





Add. 



Edit... 



h'r- vi- 



Check.M 



¥ou 



can chain several pi oxy servers together: [fro^y Charts, h, 




Cancel 
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Proxifier 



BBS 



File Profile Log View Help 



Jj % 5^1 Proxy Servers... 
Connoc -'sT P^oxiFication Rules. , , 



i */ 



mm 



• : m NarineResc-ji m, 



Advanced 



▼ U x 



Time /Status 



Rule: Proxy 



> 



A Connections 



Statistic 



alL Traffic 



[08.2718:04:44] 

[09,27 16:04:44] Welcome to Piwife vl.D 

[08.2716.04.44] 

[08.27 1 6051 3] Profile saved as orginal 

P. 27 16:05:16] New default profile loaded. 

[08.27 1 8:05:16] (Autom-ihc DNS mode detection) Local DN5 service is arolabfe Name ResoMiPn ihrougih proay '5 



Change the way Proxifier handles host nar active connections 



Down B/sbc 



UfeQE/sec 



Name Resolution 



Prgaf her DNS settings 



EE 



3 Detect; DM5 settngs ^utumatlcaly 



0Dei 



Ive hostname through proxy 

Try to resolve via beat DM5 service first 
• (this option ma* 1 cause significant ddays I tecaJ DNS is ur i 



Nble 



It is Impossible to get real IP addtasses throutfi proxy. 

Proxifier assigns "fate" IP addresses {12?^*.*) thaifc are ortry valid 

when it is running. 



DNS exclusion 1st 
Do not resolve the Mowing hostname* through proxy: 



fcCornputerltane%; focalwst; * bed 



Example: 

localhost; *. exanpfe.com; %CompUterName%; %SifripleHostnarnes% 



or 



Cancel 
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Name Resolution 



Proxifier DM5 settings 



□ Detect DW5 settngs: automatical 



y] Resolve hostoiQiiie through proxy 



0Res 

ok 



Ko resolve via K«al DM5 service fir 5* 

(this option may cause ngnfkar* delays f local DN5 is unavailable!) 



Mote 

It is impossible to get real IP add re sses thrombi proxy, 

Prowtf ier assqns If afce" IP addre&ws (127,9,*,*) that are orty vaSd 

when it is runnng. 



DNS exclusion 1st 
Do not fescue *he fotanrg hwtnarnrc throus!- r ' • 




kreafrrast; *,exaflipte.,tofrt; ^tffli|^erNarite%: %SimpleHostnames% 



3£ 



Cancel 



proxifier ^jj J^h <> ll^ji t& 



proxifier g*Uj* <^ taSa— sn j#*^ 3V1 <^'u 



Proxifier 



ejus: 



File 



IE 



Profile Log View Help 



.j j = Tj Proxy Servers. 
Connee 



(w 



%j Prox^fV.. in Rules. 



^ 4 X 



^■^ Namel^blution. 
Advanced 



Time/Status 



Rule: proxy 






Jt Connections • Statutes 1 mi. Traffic 



[08.2716:04:44 
[08.2718:04:44 
[09.2716.04.44 
[08.2718:05:13 
[08.2716 05.16 
[08.2716:05:16 



Welcome to Piorilia v3.0 

Profile savjed as orginal 

New default profile loaded. 

(Automatic DNS mode detection) LocaJ DNS service is aroJabfe Name Resolution ihiough proxy is 






> 



Edit proxification rules 



active connections 



DownOB/sec 



l*OEi/sec 
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W Proxification Rules 



f?lfx| 



Rule Name 
Localhost 

Default 



Appli-:.ab in-; 
Any 



Target Hosts 

tot*05t; 127,0.04; 
%CompJte*Name% 



Any 



Target Ports Ac tier. 



Any 
Any 



Direct 



Proxy 50CKS5 
127.0.0-1 



S| Clone EA.- Remote 



Rulei ar^fcee ssed Prom cop to bottom, use the arrows at the right Co change the orda . 

Use check boxes to enaWe/elsafofe 4 rute. 



OK 



Lancel 



Proxification Rule 



Name: 



Enabled 



Applications 
Any 

Example; texptora,e3cv; *swe ajjp.extf 1 ; fr«*,«n; *,b*i 

Targat host* 



Brcrr^ 




Any 



Example; lZ7,0>0.1j *,axampte.coini 192. 166, 1.*; 10.1,0,0-10,5,255.255 



Target port* 



Any 



Example- SO; 8000-9000; 3120 



Action: 



OK 



Cancel 
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Open 






BS 


Look IT 

'ijp-% lj! -1 Vi . m II 


,_>AjcMJF 

— ^g- 




~»1 o 


t J H* 


i^AoM}R-pH 
QHeJp 


^ >^ 


.:& 




File n*n^ 
Files ol Jype 








AdvOR 




^ L_2gfiJ 


Executable F tej (\e*el 




v ^SJ] 













direct <l£> 1 i*«uM JluaSt Jjji U\ AjjjI 



Pro xifi cation Rule 



?lTK 



Name: New 



Enabled 



Applications 



Example; texptore »ex«» "saw app,exe u ; ftV.exe; MjJn 



Browse m 



Target hosts 




Example; 127,0,0 J; rexampte.com; 192.166,1.*; 10,1,0,0-1C^,2SS.2BS 

Target ports 
|Any 

Example;80;8GGO-9000;3t28 



Action: 




Cancel 
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Proxification Rule 



m® 



Name: New 



Enabled 



Applications 



advor.eKe 



Example: b&xptore,e*e/; "some appose"; fire*,ex6; *,bb 



Browse. 



Target h&sfes 



Any 



Example; L2?.0.0>I;*.ex«npte.comtf 192.166h1.*j 10.1h0.0-10.Sh255.255 

Target ports 

I Any 

Example: 80; 3000-9000; 3126 



Action: 



L^£ 



Cancel 



T Proxification Rules 



r?if* 



Rule Name 


Application; 


Target Hosts 


Target Ports 


Ad*sn 




Localhost 




bcafiest; 127.0.0,1; 
%CompUerName% 




Direct 




New 


advor.exe 


Any 


Any 








Direct 


V 










Default 


Any 


Any 


Any 


Proxy SOCKS5 
127.0.0.1 



























_ 



^v 



Clone 



]CsZD 



Remove 



Rules are processed from top to bottom. Use the arrows at the ric^it to change the order. 

Use check boxes to enable/cSsable a rule. 



OK 



Cancel 
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Pr unification Rule 



m® 



Name: 



Enabled 



Applications 



Any 



Exsmpte: taptgra,exe; ""some app-e*^; fire*,WM; Mrti 

Target hosts 



BfD^ft?,, 



" ri ' 




Example; L2?0.0,I;*.eJc«rtpie.cony 192.166h1.*j 10.1h0.0-10.Sh255.255 

Target ports 

I Any 

Example: 80; 3000-9000; 3126 



Action: 



OK 



Cancel 



Open 



[?|(x 



look he 


OAdvOFBk 


V; O t S- 








3 


t3 AdvOR-pk^B"^S^ 


■^►t ii-lii* 


■■/ilSi.ll ,^li-J 




."|i" ■■■1 













^ 



File name- 



Adv0R2 



&J> b&ft Files ol type Ewctftdbfe fife* {" «te) 



*^ 



Cart-/ 



proxy socks5 127.0.0..1 0j% 2 U«at Ji^t jjJ ui aiui 
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Proxification Rule 



m® 



Name: New 



Enabled 



Applications 



Example: b&xptore,exe; 'some app.exs";; fire*,exe; *,bb 



Target h&sts 



Browse. 




Example: i 27,(MX I j *,exwnt4e,com; 192.166h1.*j 10.1h0.0-10.Sh255.255 

Target ports 
| Any 

Example: 80; 3000-9000; 3126 



Action: 




Cancel 



T Proxification Rules 



r?if* 



Rule Name 


Applications 


Target Hosts 


Target Ports 


MkXi 




Localhost 


Hi py 


locatiest; 127.0.0,1; 
%CompufterNafne% 




Direct 




New 


aoVor.exe 


Any 






Direct 




New 


"arfvof 2.exe 1 * 






An/ 








; Proxy SOOS51Z7. D.G.I 


V 










Default 


Any 


Any 






Proxy SOCKS5 
127.0.0.1 





















Add. 



Clone 



DC 



Edit 



Remove 



Rules are processed Prom top to bottom. Use the arrows at the rigjrt to change the order . 
Use check boxes to enable/ctsable a rule. 



g^j 



Cancel 



proxifer Ji ^ o^UjJt J#*j <> 114221 

1 4^nnti fcjkZ 4\\ai\ ^U 

direct t^tuk^t 
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Help 



AdvOR.dll 

3.0.0.0 
Advanced Onion Router Winso... 



Changelog 




AdvOR-plugins 




AdvOR-English.Ing 
LNG JdU 
157y.iJ 



License 



lAdvOR 0.3.0.1 byAI 



Proxy 

Banned addresses 

HTTP headers 

Connections 

Advanced proxy settings 
OR network 

Bypass ISP filtering 

AuthQMp 

Router restrictions 
Banned routers 
Favor Its routers 

Circuit build 

Associate addresses 

Hosted services 
Hidden services 
Become a Serve* 
Private identity 
Intercept 

Quick Start 

Processes 

sandboxing 
Plugins 

IP blacklist CBiackHst.dtn 
system 

Debug 
About 



Enable these options if you thinfc that your ISP Is llwrsg Tor 
.^ Use bridge relays (relays that are not Med w\ the mail Tor dtrecrory) 

Update bridge descriptors irom atitfaorlies inss end of the bridge itself 
Get * list vtftJt fcr ii^c.'rj .i littps-Awd^stofpto^.org 



^e 




Allow invalid eerTir ■: ii-ion atU x J b item certhcatos f» i^Elgssicrproject org 
Bri<*aes: (IP QRPojt |tr^erprni [) - each address on. a separaie itfie 




f? Use encrypted directory comecttora (vtt ORPort Instead of Dffiort) 

15 Avoid directories fchat doot support encrypted eomettiorit 
r AH directory actions are private ruse an Oft ct cud (or dreclory corvwehom) 
P Al HTTP diiecloiv rtqu&sls wfl use iNs HTTP proxy | 

r I 

F .-.li TLS i'SSLJ corrwctTOS wi use this HTTPSprojcy: | 

r I 



..AdvOR 0.3.0.1 b^Atf^l 



■ ;i=: mr 



(?. 5£ 



Bridges downloaded 



The following bridge: 1 : vv*i# dovWoadedhcir '■ hllpt //budget. torprojsct.org: 




Cil^jjjj 



S. 
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JJL 



llTflJIT 



mmMBm 



Proxy 

Banned addresses 

HTTP headers 

Connections 

Advanced proxy settings 
OR network 

Bypass ISP filtering 

Authorities 

Router restrictions 
Banned routers 
Favorite routers 

Circuit build 

Associate addresses 

Hosted services 
Hidden services 
Become a Server 
Private identity 
Intercept 

Quick Start 

Processes 

Sandboxing 
Plugins 

IP blacklist (Blacklist.dll) 
System 

Debug 
About 



Enable these options if you think that your ISP is filtering Tor 
R Use bridge relays (relays that are not listed in the main Tor directory) 
|~ Update bridge descriptors from authorities instead of the bridge itself 

Get a list with bridges from https: /ybridges.torproject.org 
r Allow invalid certification authorities from certificates for bridges.torproject.org 
- Bridges (IP:ORPort [fingerprint]) - each address on a separate line - 




A | 



p Use encrypted directory connections (via ORPort instead of DirPort) 
[7 Avoid directories that dont support encrypted connections 

P All directory actions are private (use an OR circuit for directory connections) 

r All HTTP directory requests will use this HTTP proxy: 
P Proxy account (username:password): 

r* All TLS (SSL) connectinos will use this HTTPS proxy: 
P Proxy account (username:password): 




Save settings 



Always on top Minimize to tray 



Exit 



[16:23:09] [notice] 
a circuit: We have 
[16:23:09] [notice] 
[16:23:09] [notice] 
[16:23:10] [notice] 
connection. 



[16:23:' 
[16:23: J 
[16:23:- 
[16:23:- 



i:10] [notice] 
i:11] [notice] 
i:11] [notice] 
i:11] [notice] 

request. 

[16:23:11] [notice] 

request. 

[16:23:11] [notice] 

request. 

[16:23:11] [notice] 

request. 

[16:23:11] [notice] 

request. 

[16:23:11] [notice] 

request. 

[16:23:11] [notice] 

request. 

[16:23:11] [notice] 

request. 

[16:23:11] [notice] 

a circuit: We have 



I learned SOme more Hirfar+npv inf riKmstirin hi rt nnt pnni inh tn 

no network-status c 
Bootstrapped 5%: Ct 
Bootstrapped 1 0%: F 
Bootstrapped 1 5%: E 



Bootstrapped 20%: / 
Bootstrapped 50%: L 
new bridge descripfr 
No current certificate 

No current certificate 

No current certificate 

No current certificate 

No current certificate 

No current certificate 

No current certificate 

No current certificate 



I learned some more directory information, but not enough to 
no network-status consensus. 



hnilrj 
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v 
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a circuit: We have only 0/2577 usable descriptors. 
16:23:20] [notice] Bootstrapped 54%: Loading relay descriptors. 
16:23:20] [notice] I learned some more directory information, but not enough to build 
a circuit: We have only 96/2577 usable descriptors. 
16:23:21] [notice] Bootstrapped 53%: Loading relay descriptors. 
16:23:21] [notice] I learned some more directory information, but not enough to build 
a circuit: We have only 1 92/2577 usable descriptors. 
16:23:22] [notice] Bootstrapped 62%: Loading relay descriptors. 
16:23:22] [notice] I learned some more directory information, but not enough to build 
a circuit: We have only 233/2577 usable descriptors. 
16:23:24] [notice] Bootstrapped 67%: Lo 
16:23:24] [notice] I learned some more di 
a circuit: We have only 334/2577 usable ■ 
16:23:26] [notice] Bootstrapped 71%: Lo 
16:23:26] [notice] I learned some more di 
a circuit: We have only 430/2577 usable ■ 
16:23:23] [notice] Bootstrapped 75%: Loading relay descriptoi 
16:23:23] [notice] I learned some more directory information, 
a circuit: We have only 576/2577 usable descriptors 
1 6:23:29] [notice] We now have enough directory informatiojh to build circuits 



M 






: not enough to build 



16:23:29] [notice] Bootstrapped 30%: 
16:23:29] [notice] Bootstrapped 90%: 
16:23:30] [warn] Problem bootstrappi 
(Socket is not connected [WSAENOTCONN 
warn) 

[16:23:47] [notice] Tor has successfully opened a circul 
inctianfllity it working. 



Connecting to the Torihetwork. 
Establishing a Tor circuit, 
ing. Stuck at 90%: Esfeblishing a Tor circuit. 
NOROUTE; dbunt 1 ; recommendation 

tooks like client 



16:23:47] [notice] Bootstrapped 1 00%: Connected to the OR network. 
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Help 



AdvOR.dll 

3.0.0.0 
Advanced Onion Router Winso... 



Changelog 




T iS^l\ JLy*J 
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EOS 



Proxy 

Banned addresses 

HTTP headers 

Connections 

Advanced proxy settings 
OR network 

Bypas^SP filtering 

AuUimiL^ 

Router restrictions 
Banned routers 
Favorite routers 
Circuit build 
Associate addresses 
Hosted services 
Hidden services 
Become e Ser vet 
Private Identity 
Plugins 
system 

Debug 
About 



Bwbta these options it you think that your ISP is fflternj Tar 
R^Use brMjg* retays (relays trial a/e not isiejd In the man lor Directory) 

Update bridge descriptors irom auUiorriies r*s* cod of the bridge iisell 
Get a list rl ^r -i^es from ritps ^ri9*£i«pro^ct org 



fit! Use 



Allow invalid certrl ^ J n aulhor'ties from certified*? for Ijrktges icw project org 
Bridges (IP C'RPort (fngerprrtj) - e>*eti &tt*ess on 4 sep&rade hne 




M Use encrypted directory connections (via ORPorS instead ot DirPoit) 

|5> Avoki directories tfttf donl support encry^ed c^nn^tAons 
f" All directory actions are pr ivste (use an OR crcul for directory connections) 
r Afl HTTP directory requests w* use this HTTP proxy 

r I 

V Al TL£ £S£L) ccnneclirKJS wi 1^ | 

r 



.AdvOR 2 0.3 0.1 bji A H AdvOR 2 to 



Bridges downloaded 



The following bridges mh« dowrfoaded horn https: //bridge; - lorprojcct oig 

20959,222 10&.9001 

70,181. 227.243.8M3 
209.177 151 153' 4« 



— £^l 
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BBS 



Proxy 

Banned addresses 

HTTP headers 

Connections 

Advanced proxy settings 
OR network 

Bypass ISP filtering 

Authorities 

Router restrictions 
Banned routers 
Favorite routers 

Circuit build 

Associate addresses 

Hosted services 
Hidden services 
Become e Serve* 
Private identity 
Piugins 
System 

Debug 
About 



Enable these opfions if you trinfc tiiat your ISP is lleriig Tor 
[^ Use bridge relays (relays thai are not Med ri the mail Tor directory) 

Update bridge descriptors (rom authorises mstead of the bridge rls&li 



Get a list with bridges from Idtps^ftridges.torproject.org 



Allow invalid certification authorities from certificates for bridgeslorprpject.org 
Bridges (IP ORPort |rn<gerrJrril|) - each address on a separate Erie 



; PA 

208 177 151.163:4*3 

70131.227 2433043 

203.59,222.1 Q£ 9CEH 



#«*tfil>ji 



\y Use encrypted directory connection: (vis ORPwl nsteed of 0*rPol) 

|^ AvoW directories IM rlonl support encrypled cormections 
H Afl directory adtons are pfivMe (usa an OR orcut for tfreclcry conneciiorTS) 

All HTTP direCfOry requests Wti use Ite HTTP proxy 

r I 

I™ Ai TLS (SSL) conrtectirra wi use this HTTPSprofcy; | 



AdvOR2 0.3.0.1 bj A "^1 



-j 



f>m m 



1 jjt\ ^uuii oV) <^U 



I^H ^H ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ^M ■ 


■lllllllllllllllllllllllllllllllllllllll 



Connected to the OR network. 



■i»i»ii LI Disconnect New identity \V\ Save settings 



% 



Always on top Minimize to tray Exit 



Select an Exit Node 



Country. 



Country 



.-.■iu-ei 



ANY 

DE 

BE 

FR 

SE 

SE 

OB 

DE 

DE 

CH 

hK 

US 

DE 

US 

IT 

US 

BR 

AU 



« Ran< 

1 38 IQi 

73 .22. a 

92 l J7 

33 233 

213.1031' 

108.1 

77175 

109.23C 

194.0.2 

46.1 OS 

134.1 

34562 

■i- 1 l irj 

87.20.1 

72.134. 

189.39. 

220 



J7 Close afl existing 
Exit selection al; 



Select 



<* Random country » 



<■=. Rancfcim country ^> 
.=■> No exit « 
Afghanistan 
Aland islands 
Albania 
Algeria 

American Samoa 
Andorra 
gj Angola. 
Anguilta 

Anonymjous Proxy 
Antatcttta 

Antigua and 0arr>jcta 
Argentina- 
menia 



^J J tf» 



h " ATM 



Au^rOJlO 
Austria 

Azerbaijan 
24^ Bahamas 



Bstirdft 

&sngl!Kffr£h 

BnrtacJos 

Belarus 

Belgium 

Belize 

Benin 

Bermuda 
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A-jILUI Sjj^i 



Select an Exit Node 



Country: |Aruba 



7i 



Country Adcfces.3 



Node name 



Bandwidth 



AW 



« Random » 



« Random rouler » 



AJjjll olfc jJ Jii J JjA JAP jj4 Ja 



f*/ Close all existing connections f? Expre tracked hosts 

Exit selection algorithm uses consecutive Displayed nodes from this list 



Select 


Addtofayortes 


Ban selected node Cancel 



jflfct... £j> Jte tilLu 4Jj.tf) £ulS I jj 



<LJUJI bjj*al\ 



r -— ^^-^— 










■ Seleci an exit noae 


< 


lountry: *5WW^ 






- 








Country 


Address 


Node name 


Bandwidth j 


DK 
DK 


« Random *> 


<* Random router » 


A 




94.1 45 .205.Sa 9001 


ArTjyl 


52.00 kB 




Dh 


83.92.1 76 251:9001 


Jotunbane 


20.00 KB 


DK 


80. 165 .151 .15:443 


UhnamftisstS 


5.00 MB 


t-k 


83 9 1 36 .26: 9001 


DonakDuck 


1 46 MB 


DK 


80.62 2171*9001 


pouJ 


1 000.00 kB 


Dh 


30.164.70.147:3001 


UntnownfacioT 


20.00 ke 




jAb 


4}jj 




17 Closes 


ill existing connections 


17 Expire tracked nosts 




r Exit sel 


action algorithm uses consecul 


iv* casplayed nodes from this list 




Si 


z-ivct Addtofavorii 


ts Ban selected node 


C BftC rl 
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Select an Exit Node 



Country: | Cote 01 voire 



"3 



Country Adckess 



Node name 



Bandwidth 



CI « Random » 

CI 41 207.203.204:443 



« Random 'culer ^.= 
Motto 



5.00 MB 



J***2 4J5J 



[*/ Close all existing connections p Expre tracked hosts 

Exit selection algorithm uses consectiive Displayed nodes from this list 



Select 


Adrtlo favor tes 


Ban selected node Cancel 



Select an Exit Node 



Country. 



Domtnicsn Republic 



Country Adcfress. 



Node name 



Bandwidth 



DO « Random » 



« Random router » 



>*V*Jj.> 



IV Close all existing corinecikjns 15 Expre tracked hosts 

Exit selection algorithm j ;e-: ■: on 1 ? ctiive Displayed nodes from this list 



Select 


Addtofavortss Ben selected node Cancel 



lljll] jblk! 4u 
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Select an Exit Node 



Country: | Turkey 



"3 



Country Acfctoess 



Node name 



Bandwidth 



TR 
TR 
TR 



. Random >; 



212.103.1S3.2M52K 
188.124.19 11 4-9001 J 
217.116,195.24:9101 



ftardatfi rouler 



ocfccyp 
TrvvTurUe 



5.00 MB 
1 00.00 kB 
1 00.00 kB 






[*/ Close all existing connections p Expre tracked hosts 

Exit selection aluDrrthm uses consecutive displayed nodes from this list 



£. t 


f*rl 


AdcEtofarvortes 


Ban selected node Cancel 



AdvOR [exit(TR): 21 7.116.195.24 (Tinj 






■a 



\ 
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BBS 



Proxy 

Banned addresses 

HTTP headers 

Connections 

Advanced proxy settings 
OR network 

Bypass ISP filtering 

Authorities 

Router restrictions 
Banned routers 
Favorite routers 

Circuit build 

Associate addresses 

Hosted services 
Hidden services 
Become e Serve* 
Private identity 
Piugins 
System 

Debug 
About 



Enable these options if you trinfc fhei your ISP is lleriig Tor 
[^ Use bridge relays (relays thai are not Med ri the mail Tor directory) 
|~ Update bridge descriptors Irom authorises instead of the bridge itself 

Get a list with bridges from htf^:;A>ridges.tor project.org 
I - Allow invalid certification authorities from certificates for bHdgesiorproject.org 
Brieves (IP ORPort | ringer prrt[) - each address on a separale Ine 



; PA 

2QS.177 .151 .163443 

70131 .227 2433043 

303.59.222.1 08:9001 



-_;^"i U.^» 



»> 



\y Use encrypted cflreciory cortnechooi (via ORPort instead of Dffiort) 

|^ Avoid directories IM rlonl support encrypled connecrjions 
r AA directory actions are private (use en OR orcut for dtetlory connections) 

All HTTP directory requests Wti use Ite HTTP proxy 

r I 

I™ Ai TLS (SSL) cornectirra wi use this HTTPSprofcy; | 



/OR [exirl.TR 



AdvOR2 0301 ^ 



^UJjjJJ 



-J 



oi m 
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EJUS 



Proxy 

Banned addresses 

HTTP headers 

Connections 

Advanced proxy settings 
OR network 

Bypass ISP filtering 

Authorities 

Router restrictions 
Banned routers 
Favorite routers 

Circuit build 

Associate addresses 

Hosted services 
Hidden services 
Become » Server 
Private Identity 
Piugins 
system 

Debug 
About 



Enable these options if you think that your ISP Is llerng Tor 
[* Use bridge relays (rejays that are not fcsted in the man Tor dfre)cfrjrY) 

Update bridge descriptors irom authorises instead of the bridge rtsdf 
Get a list with bridges from htfps:ilirid^3lorpro)ect org 
\~ Allow invalid certification authorities from iqLifiiMfra for bridges iorproject org 
Bribes (IP QRPgrt | finger prm)) - each adieus on a separate line 






v Use encrypted directory conhection* (vie ORPort instead of WrPort) 

\J Avoid directories the* dont support encrypt tor Aettions 
r AH rjrectery actons ere private (use en OR crcut for drecltxy wnnedioris) 
F AH HTTP director y requests wi use Ihts HTTP proxy 

r I 

f AI TLS CSSL) conriectirH*& wi use this HTTPS proxy: | 

r I 



dvOR [ewtjTR ^ ... AovQR 2 0.3.01 ^| 



AdvORZ 



ff Va 
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BBS 



Proxy 

Banned addresses 

HTTP headers 

Connections 

Advanced proxy settings 
OR network 

Bypass ISP filtering 

Authorities 

Router restrictions 
Banned routers 
Favorite routers 

Circuit build 

Associate addresses 

Hosted services 
Hidden services 
Become e Serve* 
Private identity 
Piugins 
System 

Debug 
About 



Enable these opfjons if you trinfc ttiet your ISP is lleriig Tor 
[^ Use bridge relays (relays thai are not Med ri the mail Tor directory) 
I - Update bridge descriptors (rom authorises instead of the bridge itself 

Get a list with bndgpv^ n m httpE:^^idges.torproject.org 



Allow invalid certification autf^ js from certificates for toridgesiorprojector g 
Bridges (IP ORPort Irngerprrdi - eadi address on a separate Sne 






\y Use encrypted directory connection; (via ORPorl r»tte*d of 0*rPol) 

|^ AvoW directories IM rlonl support encrypled connections 
r Afl directory adtons are private (usa an OR Drcut for *eclocy connections) 

All HTTP directory requt*StS Wti use Ite HTTP proxy 

r I 

I™ AITLSCSSL)confT^ir»*wiyS*tllrsHTTPSpro^ | 



JvOR [exiNTR 



AdvQR2 0301 ^ 



-j 



f>m m 



r- Bridges (IP:ORPort [fingerprint]) - each address on a separate line - 



; DE 

178.77.102.39:9001 

; SI 

84.41.37.146:9001 

;US 

71.90.123.75:443 



*) 



SidiAi Ca\a^u 









v) 



Bridges downloaded 




iittUl 

new identity 

^jSn ^Luui) ^ new identity ^ ^«^W f j&i 



New fd^frv; J* 
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■Bridges (IP:ORPort [fingerprint]) - each address on a separate line - 






;DE 

62.75.244.115:443 
I NO 

212.251.164.249:443 
; US 
67.0.71.144:443 



4* + * **--* + 



ij CLoL-idl 



« v_sJUI £,5^)^joJI | ,JyLuuJI ^5^)^joJI » 



df Ij^tj d? IjJJJ c^t^iJt ^LutaJl 0^»>^t J£*' ■^^ , ff^ 


iqJLu^l 




Ei 


§)yfe-ASBa U I B - L^>\JI - Arial ^ 












•Ml * 












j^JaixJI S^^JU JUj^yi ^ > mJI ijJI iAi>l 



v^Jj sj>mjJI JUjuDI 



u_u£il 



Linux uvOi^J ! J^u^lJI ■^Jajf^ JL^u^l pj-f l3j.j^d 



^3^j cuLiS gjJflLiuuMU 



q^tuo oLoLuulu\JI 
d^luo [IMG] ^ 
<Klhsu> HTML^ 



.PM 06:13 cAJI c^LJI .GMT o^ ols 3 \JI &^ 



vjOLcDI - UbyuJjJI -/)iLuj\)l ££*uuJ OiuuuJ OUjUuUO - Lj JLcuDI 



kJL>a^Qj| JLaJ^JJ g^>_^jJI 0_^ia^> | 



^J- 2 
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